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FortiGate 900/901G
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FortiOS wird Ende September 2023
End of Support gehen (EoS)

Upgraden auf eine supportete Version

Upgrade Pfad beachten!

Infos in unserem WIKI:

‘ Software Version

Release Date (GA)

End of Engineering Support Date (EQES)

End of Support Date (EOS)

6.0 29.03.2018 29.03.2021 29.09.2022
6.2 28.03.2019 28.03.2022 28.09.2023 A\
6.4 31.03.2020 31.03.2023 30.09.2024
7.0 30.03.2021 30.03.2024 30.09.2025
7.2 31.03.2022 31.032025 30.09.2026
7.4 11.05.2023 11.05.2026 11.11.2027

Offizieller Lifecycle:
https://support.fortinet.com/Information/ProductLifeCycle.aspx

Tech&Snack - Whats New im FortiOS 7.4

Release Notes Download

8.9:24

FortiOS Version Upgrade Path
Current Product:

FortiGate-100F
Current FortiOS Version:

6.2.15

Upgrade Path FortiGate Support Tool

Upgrade To FortiOS Version:

v 740

Upgrade information for older FortiOS versions (before 5.2.9) can be found here.

Recommended Upgrade Path

Following is the recommended FortiOS migration path for your product.

Version

6.2.15

6.4.13

7.012

7.2.5

7.4.0

Build Number

1378

2092

0523

1517

2360

30.06.2023 5
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WAS GIBT ES NEUES IM FORTIOS 7.4?




FG/FWF-60E/80E/90E
FG/FWF-40F Series
FG/FWF-60F Series
FG-70F Series
FG-80E Series
FG/FWF-80F Series
FG-100/101E Series
FG-100F Series
FG-200/201E
FG-200F
FG-400F/600F Series
FG-400E/600E Series
FG-900G Series
FG-1500D Series

* es existiert ein Special Brand im 7.0.10 Build 6607

Tech&Snack - Whats New im FortiOS 7.4

7.0.12

7.2.5

7.4

27

no

FG-1100E Series
FG-1000F Series
FG-1800F Series
FG-2200E, 3300E Series
FG-2000E, 2500E
FG-2600F Series
FG-3000F Series

FG 3200F Series
FG-3400E/3600E
FG-3500F Series
FG-3700F Series
FG-4200/4400F Series
FG-4800 Series

7.0.12

7.2.5

[ J

[ J
Geplant

[ J

[ J
Geplant

7.2.6

# Special Brand vorhanden (siehe Release Notes)

30.06.2023
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Supported models

FortioS 7.4.0 supports the following models.

FortiGate FG-40F, FG-40F-3G4G, FG-60E, FG-60E-DSL, FG-60E-DSLJ, FG-60E-POE, FG-60F, FG-61E, FG-61F, FG-70F,
FG-71F, FG-80E, FG-80E-POE, FG-80F, FG-80F-BF, FG-80F-POE, FG-81E, FG-81E-POE, FG-81F, FG-81F-PCE,
FG-90E, FG-91E, FG-100F, FG-101F, FG-140E, FG-140E-POE, FG-200E, FG-200F, FG-201E, FG-201F, FG-300E,
FG-301E, FG-400E, FG-400E-BP, FG-401E, FG-400F, FG-401F, FG-S00E, FG-501E, FG-600E, FG-601E, FG-600F,
FG-601F, FG-800D, FG-800D, FG-1000D, FG-1100E, FG-1101E, FG-1800F, FG-1801F, FG-2000E, FG-2200E,
FG-2201E, FG-2500E, FG-2600F, FG-2601F, FG-3000D, FG-3000F, FG-3001F, FG-3100D, FG-3200D, FG-3300E,
FG-3301E, FG-3400E, FG-3401E, FG-3500F, FG-3501F, FG-3600E, FG-3601E, FG-3700D, FG-3960E, FG-3980E,
FG-4200F, FG-4201F, FG-4400F, FG-4401F, FG-5001E, FG-5001E1, FG-8000F, FG-7000E, FG-7000F

FortiWiFi FWF-40F, FWF-40F-3G4G, FWF-60E, FWF-60E-DSL, FWF-60E-DSLJ, FWF-60F, FWF-61E, FWF-61F, FWF-80F-2R,
FWF-81F-2R, FWF-81F-2R-POE, FWF-81F-2R-3G4G-POE

FortiGate Rugged FGR-60F, FGR-60F-3G4G, FGR-70F, FGR-70F-3G4G
FortiFirewall FRW-3980E, FFW-VMB4, FFW-VYMB4-KVM
FortiGate VM FG-ARME4-AWS, FG-ARMGE4-AZURE, FG-ARME4-GCP, FG-ARMEB4-KVM, FG-ARMB4-0CI. FG-VMB4, FG-VIME4-ALI,

FG-VMB4-AWS, FG-VME4-AZURE, FG-VME4-GCF, FG-VMB4-HV, FG-VME4-IBM, FG-VIME4-KVM, FG-VME4-OPC,
FG-VME4-RAXONDEMAND, FG-VME4-XEN

FortiGate 6000 and 7000 support

FortioS 7.4.0 supports the following FG-6000F, FG-7000E, and FG-7000F models:

The hardware models listed below do not support Fortios version 7.4:

FortiGate 100E, 101E, 100EF, 15000, 1500DT. Access to Fortinet Customer Services for support on 7.2 is available for these hardware models until they reach their hardware End-of-Support date.

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 8 Al P )



Folgende APs werden vom FortiOS 7.4 unterstutzt:
FortiAP E-Serie
FortiAP F-Serie
FortiAP G-Serie
APs missen mindestens FortiOS 7.2.2 installiert haben!

Modelle der Serie B, C und D werden nicht mehr vom
FortiOS 7.4.0 unterstitzt

Tech&Snack - Whats New im FortiOS 7.4

FortiOS 7.4.x compatibility

FortiAP

FAP-23JF
FAP-231F
FAP-234F
FAP-431F
FAP-432F
FAP-433F

FAP-831F

FAP-231G

FAP-233G

FAP-431G

FAP-433G

FortiOS Versions

74.0

Wi-Fi 6 Models

740

740

740

740

740

740

740

Wi-Fi BE Models

740

740

740

740

1,

\)
‘9'

FortiGates running FortiOS version 7.4.0 do not support legacy FortiAP models (B, C and D series).

30.06.2023 9 Al“



Feature : Patch enthalt neue Features
und Bugfixes. Wird durch ein-F markiert:

Ig FGT_100F-v7.0.8.F-build0418-FORTINET.out

Mature : Patch enthalt Bugfixes, keine
neuen Features werden hinzugefltgt. Wird
durch ein M markiert.

@ FGT_100F-v7.0.12£.M-build0523-FORTINET.out

FUr produktive Systeme empfehlen wir
ausschliesslich Mature Patches zu
installieren

Tech&Snack - Whats New im FortiOS 7.4

) FortiOS v7+0.11 build0489 (GA)
EF

& Security 4hr'|r upgrade notes

Fort|OS V7 0 10 build0450 (GA)

& Security Fabric upgrade notes

&) FortiOS v7.0.9 build0444 (GA)

se notes
y Fabric upgrade notes
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NEUES IM WEBGUI - DASHBOARD - LIVE DEMO




Kostenpflichtiger Service
Im Enterprise Bundle inkludiert

A la Carte Service: FC-10-0060F-189-02-DD
0060F Zielsystem (siehe Datenblatt)

Lizenz muss auf dem Zielsystem geldst sein

Konvertieren mit Backupfile der Source
FortiGate

Konvertieren direkt von der Source FortiGate
mit eingeschalteter Option

Tech&Snack - Whats New im FortiOS 7.4

FortiGate Setup

Perform the following steps to complete the setup of this FortiGate.

« Migrate Config with FortiConverter

Start Up Settings

Allow FortiConverter to obtain config file once @

Auto file system check
USB auto-install €
Detect configuration

Detect firmware

(i

30.06.2023
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M Mit Begin Wizard starten

] Source der Konfig definieren = | ForiConvertr Migration Comptte

|Z[ KO n fl g U ra t I O n W I rd h 0 C h g e I a d e n Re Syst @ FortiConverter configuration migration is complete. Review the configuration below, as well as the migration report prior to applying the migrated config.

M Interface Mappings definieren | “ sonco

M Eventuell MGMT Interface deflnleren i —" -
M Kontakt Informationen angeben 5 " =
¥ Einstellungen tberpriifen o ma
V] Bestatigen und Prozess starten o F e rt I s C h
M Ticket erstellt mit Tickethummer
VI Bestatigungs E-Mail wird zugestellt . o
M Aktuellen Status im Menu Uberprufen
M Wenn komplett, kann Report und Konfig s
File heruntergeladen werden - M s e

M Bestatigungs E-Mail sobald Konvertierung fertig ist
I Notifikation im Menu -> Download des Reports und der Konfig  >Konfig File einspielen

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 13 AL




Uberarbeitetes Hilfe Menu

Direkter Zugriff zu Release Notes
Direkter Zugriff zu FortiAnswers

TAC Report fur L1 Tickets

Kommando Palette ctrl+p (mac: cmd+p)

Tech&Snack - Whats New im FortiOS 7.4

Online Guides - Status

O admin ~

E Relevant documentation

Bt Video tutorials

© FortiOs 7.4 GUI Tips and Tricks

, .
Fortios 7.4.0 Rshuduict
) FortiExtender

s
ﬁ Release notes

Bt Release overview

Additional Support

% FortiAnswers

X FortiCare Debug Report

ors

ortiSandbox

rortiClient EMS

30.06.2023 14
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NEUE FEATURES BEIM UPDATEN




Menu: System > Firmware & Registration

Device Type

M FortiSwitch
1D FortiGate
M Fortiap

Upgrade Status
M Uptodate o

) Fabric Upgrade ] X Upgrade B8 Register = 3 Authorization = © Q, Search Q
Device 5 Status 5 Registration Status Firmware Version % Upgrade Status 5
a @ FGT-97-root-207 & Online @ Registered v7.4.0 build i+ 7 & Uptodate e
— & @ Online @ Registered v74.0build® ® © EOS - Unable to upgrade ®
- © Online © Not registered v7.0.3 build0058 © EOS - Unable to upgrade o
. © Offline e
. & Online © Notregistered v6.4.0 build0465 0 EOS - Unable to upgrade
. © Offline
. 2C FSW-248DFPOE-97 © Offline zation » © Q Search
. ) FAP-3208-97 © Offline
o m ) g:v‘vi:::;a: ::lieudpg::i .c:f Support (EOS) status. Please replace with a supported
.
FortiGates B FGTC
M Hostname FGTC
° @ Serial Number FGI101ETK18m: & Wi
Authorization Type Serial Number
Model FortiGate 101E
Version v7.4.0 build e #
Operation Mode NAT

2

Tech&Snack - Whats New im FortiOS 7.4

Management IP/FQDN robot_securityfabric_qa_fortinet.com
Management Port 4433

CPU Usage I
Memory Usage m
Session Count 63

“»

Upgrade Status
M Uptodate o

Firmware Version

v74.0build. sm

v7.0.3 build0058

v6.4.0 build0465

Upgrade Status &
© EOS - Unable to upgrade

© EOS- Unable to upgrade

© EOS - Unable toupgrade

30.06.2023 16
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AUTOM

FUhrt automatisch einen Software Update aus
(Parameter konnen in der CLI konfiguriert werden)

FUhrt Updates nur im selben GA Range aus
Update : 7.4.0 > 7.4.1 (Update wird ausgeflihrt)
Update : 7.4.5 > 7.6.0 (Update wird nicht ausgefiihrt, da neuer GA Release)

Nach dem Update wird ein E-Mail an die FortiCloud Account Adresse gesendet

system fortiguard
auto-firmware-upgrade {enable | disable}
auto-firmware-upgrade-day {sunday monday tuesday wednesday thursday friday saturday}

auto-firmware-upgrade-delay <integer>
auto-firmware-upgrade-start-hour <integer>
auto-firmware-upgrade-end-hour <integer>

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 17 ALLO



Upgrade ab 7.4.0 auf Major oder Minor
Release nur noch mit aktiver FortiCare

Lizenz moglich Menu: System - FortiGuard

Update im aktuellen Patchpfad wie z.B.
7.4.0 auf 7.4.5 ist mdglich License Information

Update auf Major Release wie z.B.
7.4.8 auf 7.6.0 ist nicht mehr maoglich Entitlement

FortiCare Support Registered

' ' Virtual Machine Valid (Expiration Date: 2024/06/13)
Auch bis anhin darf nur upgedatet werden, irtual Machin alid (Expiration Da 06/13

wenn eine a ktive / g u |t|ge Fo rt|C are Lizenz Firmware & General Updates Licensed (Expiration Date: 2024/06/14)
auf dem Gerat vorhanden ist !

diagnose test update i1nfo contract

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 18 AL






Clusterbildung moglich mit dem selben
FortiGate Modell aber unterschiedlichen
PSUs Setups

Clusterbedingungen:
Gleiches Modell
Gleiche Firmware
Selbe Hardware Konfiguration (Ausnahme: Netzteil)

Beispiel:

FortiGate 1800F-DC (primar) und
FortiGate 1800F (sekundar)

Tech&Snack - Whats New im FortiOS 7.4

——— Server
172.16.200.55
FGCP cluster
port2 —————— port4
| I
Switch
172.16.200.1| port5 port5
FortiGate III_HM HM_HI_
1800F-DC HA2 HA2
10.1.100.1| port6 port6
Switch
— =1
port1 —J port3
10.1.100.11
PC1

FortiGate
1800F

30.06.2023
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TROUBLESHOOTING PACKET SNIFFER - LIVE




Es kénnen gleichzeitig mehrere Packet Sniffer
Fenster aktiv sein

Weiteres Navigieren auf der FortiGate mdglich
(z.B. Policy deaktivieren, und Auswirkung im
Sniffer beobachten)

Fenster kdnnen benannt werden

Tech&Snack - Whats New im FortiOS 7.4

* O admin~

@ Dashboard Packet Capture
< Network

Debug Flow

Settings Info

<4 New packet capture

Recent Capture Criteria W

O any O any
2023/06/29 16:09:28 2023/06/29 16:08:58
Port 1812 Host 198.18.0.14

protocol 6 @

FRTINET -l 3.} Fenster-198.18.0.14 % | -} Packet Capture (2) X

30.06.2023 22
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NEUERUNG BEI DER USER AUTHENTIFIZIERUNG




RADS

Transport Protokoll
UDP: Default UDP (udp1812)

RADSEC over TLS

TCP: TCP ohne TLS (Auth: tcp1812 Acc: tcp1813) |
TLS: TLS over TCP (Auth/Acc: tcp2083) &' 1 J

Client FortiGate RADSEC over TCP RADIUS

server
10.1.100.41

config user radius
edit <name>
set transport-protocol {udp | tcp | tls}
set ca-cert <string>
set client-cert <string>

set tls-min-proto-version {default | SSLv3 | TLSvl | TLSv1l-1 | TLSv1l-2}
set server-identity-check {enable | disable}

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 24 ALLO



NEUE FEATURES BEI DEN POLICIES




Bei kleineren Geraten (<100F) ist nur noch
der Flow Modus im WebGUI aktiviert

Explicit Proxy € e

Enable an HTTP, HTTPS, or FTP proxy for
yvour network and add the proxy to one or
more FortiGate interfaces. Users on your
network must configure their browsers to
use the proxy. Set up the explicit proxy
under Network > Explicit Proxy. Create
security policies to control access to the
proxy and apply UTM and other features
to proxy traffic.

Must be enabled via CLI first:

config system global
set proxy-and-explicit-proxy enable
end

config system settings
set gui-proxy-inspection enable
end

Incoming Interface

QOutgoing Interface

Source +
Destination +
Schedule fe always

Service

-|.
Action Y Yeeaal @ DENY

Firewall/Network Options

NAT L O

IP Pool Configuration WET O el A N el ISl Use Dynamic IP Pool

Preserve Source Port (O

Uber die CLI wieder aktivieren

Tech&Snack - Whats New im FortiOS 7.4

config system setting
set gul-proxy-inspection enable

end

30.06.2023
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Auswahl ZWISChen kIaSSISChem und neuem S oW QQSsarch Q B Export - InterfacePair\ﬁew New layout ~
Name ‘ From To Source Destination ‘ Schedule ‘ Service ‘ Action | IP Pool ‘ NAT ‘ Type ‘ Security Profiles

Layout o e i

dummy_policy0006 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 I all always kD WebAccess v ACCEPT @ NAT  Standard default
N default

IEEN certificate-inspection
dummy_policy0007 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 3 all [©always 2 WebAccess v ACCEPT @ NAT Standard  [IE default

I default

50 certificate-inspection

N e e S a y 0 t [ dummy_policy0009 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 all always Q3 WebAccess v ACCEPT @ NAT  Standard default
l ,l L l ,I . 2N default

[N certificate-inspection

dummy_policy0010 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 I all always I3 WebAccess  ACCEPT @ NAT  Standard default

Mehrfach-Selektion mdglich =

2 certificate-inspection
dummy_policy0012 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 I all [Gaways ' WebAccess v ACCEPT @ NAT Standard [ default

Gleichzeitige Anderungen in verschiedenen Regeln R ot g
m 69 I iCh (Z . B . SO u rce In te rfa Ce é n d e rn ) dummy_policy0013 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 3 all always [k WebAccess v ACCEPT @ NAT  Standard ::::::

IEEN certificate-inspection
dummy_policy0015 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 3 all [©always 2 WebAccess v ACCEPT @ NAT Standard  [IE default

Flr grosse Regelwerke konzipiert - o

5N certificate-inspection

0 dummy_policy0016 [# Internal_Net (internal2) @ virtual-wan-link B client_net-0001 T all [@aways I3 WebAccess v ACCEPT & NAT  Standard [ default
NEN default

[0 certificate-inspection
dummy_policy00019 Internal_Net (internal2) @ virtual-wan-link I client_net-0001 I all always I3 WebAccess + ACCEPT @ NAT  Standard default

Es kann jederzeit zwischen den beiden N e
Layouts gewechselt werden

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 27 Al P )






» Neues Layout auf der Landingpage

» Farbthemen kdnnen pro User unabhangig des
globalen Farbschemas ausgewahlt werden

» Einfache, private Bookmarks kénnen erstellt

werden

SSL-VPN Whats New 7.4

Powered by FEZEATINET

Quick Connection Settings

Protocol type @ HTTP/HTTPS
URL https://198.18.0.12:4443

SSO credentials @

@© Save as bookmark after launching

Name FortiAnalyzer @

Description ‘ FortiAnalyzer ALSO Demo Umgebung

SSL-VPN Portal

I
Login
Username
Password

Launch FortiClient

SSL-VPN Whats New 7.4

Powered by FEIRTINET

Quick Connection

@ HTTPHTTPS » | |URL

Bookmarks

Predefined Bookmarks ~ TS74's Bookmarks

Tech&Snack - Whats New im FortiOS 7.4
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Es kann auf eigene Landing Page nach dem
Authentifizieren geleitet werden

PN Ci

schulung-lab

"R

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 30 AL



FABRIC SETTING UND KONNEKTOREN - LIVE




Externe MAC Adressen Liste wird eingelesen
Dynamisches Adress Objekt wird erstellt

Kann in Firewall Regeln als
Source/Destination Objekt verwendet werden

Threat Feeds

W

MAC Address Threat Feed
BoeseMAC-Adressen

£l BoeseMAC-Adressen

MAC Address Threat Feed

External Feed

http://198.18.0.20/ts74-mac-feed-1.txt
2023/06/29 10:51:43
2023/06/29 10:51:43

Valid

Tech&Snack - Whats New im FortiOS 7.4

MName

Incoming Interface

Outgoing Interface

Source

Destination

Schedule

Service

Action

macListe-drop
ulan_v12080 (port3)
+
EXT ZONE
+
BoeseMAC-Adressen
+

30.06.2023




Aus dem Event Log kann direkt ein Trigger
konfiguriert werden (erspart mihsames
Suchen in der Liste)

023/06/230 FortiManager Cloud Account Level license will exnirein 3d FortiManager Cloud Account Level license expi...

Y

Dis file deleted

Create New Automation Trigger

. FortiOS Event Log A specified FortiOS event log ID has occurred.

Neue Aktionen: i vl e
£ System Action €)

FortiOS Event Log MGC_ACC_LIC_EXPIRE

Event i FortiManager Cloud Account Lew
+

Field filter(s) (+]

£ Backup Config Disk Backup configuration

t FortiGate Reboot

£ Shutdown FortiGate Shutdown

Tech&Snack - Whats New im FortiOS 7.4 30.06.2023 33 AL



FORTISWITCH - FEATURES 7.4 UND 7.2.4




Gewisse Konfigurationen mussen in der
CLI der FortiSwitches durchgefihrt
werden

In der CLI muss bis anhin mit der
Seriennummer auf den entsprechenden
Switch verbunden werden

Neu kann ein Name fur den Switch
definiert werden, welcher dann in der
CLI angesprochen wird

Tech&Snack - Whats New im FortiOS 7.4

config switch-controller managed-switch

rename <SN/NR> to <NAME>

30.06.2023
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POE PO

Port Prioritat

Port Mode
Strom nach IEEE Standard verteilt (Watt) Strom wird nach Prioritat verteilt
IEEE802.3 AF = 15W* (12.95W**) Port Power
1555880022..33:1 z 38:/7\/: Eiii//vv::; Momentan mur auf 1xxE/1xxF Modellen
. Perpetual: Bei Soft-Reboot noch Strom
©  Ausgangsleistung Perpetual-fast: Bei Hard-Boot noch Strom

**  Leistung am Endgerat
config switch-controller managed-switch
edit <FortiSwitch serial number>
config ports
edit <port name>

set poe-port-mode {IEEE802 3AF
set mpoe-port-priority {critical-priority |
set poe-port-power {normal | perpetual | perpetual-fast}

| IEEE802 3AT | IEEE802.3 BT}

high-priority | low-priority }

next
end
next
end

30.06.2023 36 \lJJ
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Virtuelles OT und IoT Patching anhand von NAC [)-Forte S} Fotiik ¢ T

Regeln, welche den Schweregrad der Vulrerable FortiSwitch FortiGate
Schwachstelle auf dem Client einstuft, und device

entsprechende Massnahmen einleitet

Braucht aktive IoT Detection Service Lizenz

Wenn Kriterien erfullt, wird das Gerat in ein
NAC-VLAN zugewiesen und so isoliert Fmaier | 7 ) (@] = 2 i G

Port Trunk | Mode | Port Policy Enabled Features Native VLAN Alloweed VLANSs Dynamic VLAN PoE Device Information DHCP Snocoping |

A n h a n d VO n Fi reW a I I Re g e I n 1 4 ka n n d e r Z u g ri ff L] h S(i © Edge Port =& _defaultport1l (_default13) =& quarantine.port11 [quarant ine.13) ¥ Powered 5.50W (4 08:5b:0e:06:6ad4 @ Untrusted

@ Spanning Tree Protocol

auf das NAC-VLAN ein sicheres Updaten der B - e

G port3 Static @ Edge Port = _default.port11 (_default13) =3 ine.port11 13) ¥ Powered & Untrusted

@ Spanning Tree Protocol

e e -
G e ra te e rl I l O g I I C h e n " & port4 Static @ Edge Port = _default.port11 _default.13) x4 quarantine.port11 (quarantine.13) ¥ Powered @ Untrust ed

@ Spanning Tree Protocol

Service Lan > NAC-VLAN Zugriff tiber https oder tftp = e r— e
& porté NAC © Edge Port = ing.port11 ing.13) =& i 11 ine.13) = vian300 ¥ Powered W 00:0:29:04:403c | @ Untrusted
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OT Purdue Level View

Purdue Level OT erklart von CHATGPT

Cloud
Das Purdue-Modell, auch bekannt als Purdue Enterprise
Reference Architecture (PERA), ist ein Sicherheitskonzept fiir
Operationstechnologie (OT). Es teilt OT-Systeme in
verschiedene Ebenen oder Zonen auf, um die Sicherheit zu
verbessern. Diese Ebenen umfassen die Prozessebene, die
Produktionsleitebene, die libergeordnete Leitebene und die
Unternehmensebene. Durch die Strukturierung und Trennung
der OT-Infrastruktur sollen Sicherheitsrisiken minimiert und
Angriffe erschwert werden. Das Purdue-Modell wird in der
industriellen Automatisierung und OT-Sicherheit als bewahrte
Praxis angesehen.

oT
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OT Purdue Level View

Security Fabric > Asset Identity Center
Select: OT View tab

Visualize network assets in Purdue Level
based network topology and understand
whether the security zones and conduits are
implemented correctly and operating as
intended.

Asset Identity List OT View

Level 3
Operations & Control

©

Level 2
Area Supervisory Control

Level 1.5

Level O
Process
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OT Purdue Level View

Einzelne System anpassen

«Drag and Drop» Bearbeitung

Level 3
Operations & Control

Level 2
Area Supervisory Control

Level 1
Basic Control

Level 0

Al 5 .
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OT Purdue Level View

Einzelne Systeme anpassen

Asset Identity List OT View
Security Fabric > Asset Identity S| g © Q searcn
C e n te r Device Software OS
58 ARBUTUS Windows

CLI

mac
ip

level

Hardware

Other identified device

Latest = Identity

FortiClient User User Status Purdue Level Vulnerabilities Endpoint Tags

@ Online 3 -

# diagnose user-device-store device memory ot-purdue-set <mac> <ip> <level>

Enter the MAC address of the device.

Enter the IPv4 address of the device.

Enter the Purdue Level: 1, 1.5, 2, 2.5, 3, 3.5, 4, 5,
5.5.

© Fortinet Inc. All Rights Reserved. 41



OT Purdue Level View

Interface Konfigurieren

CLI

Der Default Purdue Level kann mittles CLI auf dem Interface gesetzt werden. (default-purdue-level)

Somit wird automatisch der Default Purdue Level der Systeme gesetzt.

Dieses Feature bendtigt eine FortiGuard Industrial Security Service (ISS) Lizenz auf der FortiGate, damit Industrial Database
(ISDB) benutzt werden kann. Damit dies funktioniert, muss Device Identification auf dem Interface aktiviert sein.

config system interface
edit <name>
set device-identification enable
set default-purdue-level {1 | 1.5/ 2] 2.5/3|3.5|4|5| 5.5}
next
end

Default Purdue Level ist 3.

Wenn der Wert auf dem Interface angepasst wird, werden alle Systeme an dem Interface auf den neuen Wert angepasst.
Falls aber schon ein Device gesetzt wurde (GUI oder CLI), wird diese Einstellung preferenziert.
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I i F::RTINET
Fortinet Commynlty | o]
(https://community.fortinet.com)
Forums v Knowledge Base v Community Groups v
The community is a place to collaborate,
share insights and experiences, and get
answers to questions

Welcome to the
Fortinet Community! .

The community isia place to collaborate, share insights and expenences and get l
answers to questions. >
Search here orlook areund to get started.

Requirements T

Only a FortiCloud (free) Account is g 5404t sg| 8203
o - . Iscussions (=] ommunlty embers
required to login to the community

-

Top Community Conversations

Recent Unanswered Unsolved Solved

FuseCommunity was deprecated and finally replaced
by the new community board s S—

Warning: Signature is missing or invalid.

By: S-K | New Contributor = € 01.06.2023 | 12:27:31

amn p— Last Reply by: S-K = (3 27.06.2023 | 14:55:50
&= AET.

Fu Se = Com;nunity

Online Members

Sort By v

©®240 P8 WO
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AGORA - AGORAWHA

The agora (/'aegeral; Ancient Greek:
ayopd, romanized: agora, meaning
"market" in Modern Greek) was a
central public space in ancient Greek
city-states. It is the best representation
of a city-state's response to
accommodate the social and political
order of the polis. The literal meaning of
the word "agora" is "gathering place" or
"assembly". The agora was the center
of the athletic, artistic, business, social,
spiritual, and political life in the city. The
Ancient Agora of Athens is the best-
known example.
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AGORA - Where and what to find...

https://community.fortinet.com/t5/Agora/cmp-
p/grouphub:agora

- Login > Community Groups - Local Groups 2>
AGORA

« Weekly Tech Update Newsletter for FTNT
Employees, NSE4-certified Partners and

Distribution
» Planned Release: every Monday — Tuesday

« Content: SW & HW Releases, newly and
updated KBs, Videos, Soundcloud Content,
EOS - EOL - EOO Information, Threat
Information, Blogs, planned Events, Event-
recordings, Product Specification Updates and

more...

« Monthly Product Guide and HW Schematics
Uuploads with ,handmade® Change Logs

(Yes, it's crazy but they like it)

F:RTINET
Community

Forums Knowledge Base v Community Groups Article Ideas

Welcome to Agora

This is a closed group for Fortinet NSE 4-8 certified users in Switzerland. Membership is by invitation only.

{n] Fortinet Community > Community Groups > Agora

Recent Discussions Sort By v| |Fitter By Board
Recent Unanswered Unsolved Solved
2 AndreasTischer &2 [ d
) == reated on
\R\J Staff 26.06.2023  14:21:35

Fortinet Summary for 2023-CW25 (June 19-June 25)
Hi All Please find below our summary* for last week: Firmwarse/Software Releases FortiAP 6.4 9 (release notes)FortiProxy

2.0.13 (release notes)FortiWeb 7.2.3 (release notes)FortiWebManager 7.0 4 (release notes in down...

@7 BFo | d
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FRAGT UNS... ???

Unsere Email : security-ch@also.com

Unser Wiki: https://fortinet.also.ch/wiki







